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Report Focus

Messaging security is among the most critical elements of any organization’s IT
initiatives. Because of the growth in the variety and severity of threats, including
viruses, worms, spam, phishing attacks, spyware denial-of-service attacks and
other threats; and because of messaging’s central role in the operation of
virtually an organization; maintaining adequate security for messaging
capabilities is critical and will be increasingly so during the coming years.

This report is focused on messaging security issues in North American
organizations and discusses the results of three separate surveys that were
focused on messaging security and related issues in mid-sized and large
organizations.

Key Findings and Trends Discussed in this Report

e Eighty-four percent of organizations have had a virus, worm or Trojan horse
successfully infiltrate their network through email, while 54% of organizations
have had such a threat successfully enter their network through the Web.
However, only about one in five organizations have been infected by a
public instant messaging (IM) network worm or virus.

e The most serious messaging and security problems faced by organizations
include growth in email storage requirements, inadequate email archiving,
employees sending confidential data via email or IM and employees sending
and receiving inappropriate content.

¢ Most organizations have moved beyond first-generation anti-virus and anti-
spam capabilities, replacing these in favor of more effective solutions.
However, among organizations that are using more sophisticated capabilities
for outbound email content filtering or email encryption, for example, first-
generation systems are still the primary tools in use.

e The perceived legitimacy of different communications applications
employed in the workplace varies widely. While 96% of organizations view
Web conferencing as a legitimate application in the context of business
communication, only 42% view consumer Webmail as legitimate, while even
fewer view tools like peer-to-peer (P2P) file-sharing systems or Skype as
legitimate.

¢ Although many organizations have deployed an enterprise-grade IM solution,
most have not yet done so. Approximately two-thirds of organizations
indicate that they have plans to deploy an enterprise-grade IM solution by
Q2/2007.
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When asked about spam-blocking efficiency over time, 39% of decision-
makers felt their systems provided consistent performance, 37% said that
spam-block efficiency is improving, while 24% of respondents indicated that
the problem is getting worse. When asked about the efficiency of anti-spam
software with regard to its ability not to generate a false positive, 51%
indicated that things are staying about the same, while 35% said that things
are getting better. Only 14% of respondents said that the problem is getting
worse.

While 73% of organizations use a series of point, best-of-breed solutions for
email security, only 33% actually prefer this approach. By contrast, while 27%
of organizations use an integrated messaging security product with a single
administrative interface, nearly one-half of organizations would prefer to do
sO.

Organizations are planning to make substantial investments in messaging
systems during the next year. During the 2006-2007 period, nearly three-
quarters of organizations plan to make investments in their enterprise email
systems, two-thirds of organizations plan investments in adware/spyware
protection and more than one-half of organizations plan to invest in Web
conferencing or other online collaboration systems.
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and services.

We help vendors, IT departments and other organizations make better decisions
through the acquisition and application of relevant, accurate and timely data
on markets, market trends, products and technologies. We also help vendors of
technology-oriented products and services to understand the needs of their
current and prospective customers.

Part of what makes us unique is our market research panel: a large and growing
group of IT professionals and end-users around the world with whom we conduct
our research surveys. This allows us to conduct surveys quickly and accurately.
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